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DMG BLOCKCHAIN SOLUTIONS

COMPANY:  DMG Blockchain Solutions Inc., a corporation 
organized under the laws of British Columbia (the 
“Company”). 
FOUNDED: SEPTEMBER 2016
HEAD OFFICE: VANCOUVER, BC
TEAM: 20+
COUNTRY: CANADA
SYMBOL: TSX-V: DMGI, DMGGF:OTC US, FRANKFURT:6AX
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DMG Products
& Services

CRYPTO 
HOSTING

BLOCKCHAIN
ANALYTICS & 

AUDITS

RISK REPORT SUPPLY CHAIN
MANAGEMENT
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Key Management

Sheldon Bennett 
COO & Director

Sheldon Bennett has over 20 years of 
management experience leading international 
companies including PwC, Ernst & Young, 
Baker & McKenzie, Cisco Systems and 
Fonterra CIS. For the past three years Sheldon 
led Bitfury’s Canadian mining operations, 
where he was responsible for the setup and 
development of industrial bitcoin mining 
operations, including government relations, 
power optimization with Canadian utilities, 
and the engineering and development of 
mining operations. 

Steven Eliscu
EVP Corporate Development

Steven Eliscu leads the corporate development efforts 
at DMG. He was most recently Head of Finance at 
Bitfury, a leading blockchain technology company. 
Prior to Bitfury, Steve was an equity research analyst 
at UBS for nine years, during which he covered 
semiconductor companies with an aggregate market 
cap in excess of $200 billion. He has also worked in 
executive marketing and business development roles 
in the semiconductor and network equipment sectors. 
Steve has an MBA from the University of Chicago 
Booth School of Business and a BS in Computer 
Engineering from Rensselaer Polytechnic Institute 
with subsequent engineering coursework at Stanford.

Danny Yang
CTO

Danny Yang has founded several companies 
innovating on blockchain and artificial 
intelligence. He is the CEO of Blockseer, a 
blockchain analytics company that specializes in 
data analysis and anti-money laundering (AML) for 
digital currencies. Previously, Danny founded 
Maicoin, a cryptocurrency services platform that 
included wallet, exchange, and merchant services. 
Danny also founded ScoreData and Seravia, both 
data science companies, and before that was an 
early employee at Like.com, a computer vision 
company later acquired by Google. Danny has a 
BA in Chemistry and Physics from Harvard, and a 
PhD in Computer Science from Stanford.

Dan Reitzik
CEO & Director

Dan Reitzik is a successful entrepreneur 
having built companies at the forefront of 
societal change. These include Digital 
Youth Network, a teen focused wireless 
community, which was a joint venture 
between Rogers Wireless, Canada’s largest 
mobile phone network and Universal Music, 
the world’s largest record label. Dan was 
instrumental in raising over $35M for DMG 
Blockchain Solutions in 2017.
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The regulated products industry’s first global supply chain platform 



http://www.youtube.com/watch?v=Tb8-d_IdsKk


Precedent Setting Industry 
Solutions



IBM is making blockchain real for
Business with cross-industry solutions
and over 100 active networks.



● Fragmented technology that isn’t interoperable.

● Inefficient regulatory compliance

● Due to lack of insight and traceability in the current 
supply chain, handling a product recall quickly and 
minimizing risk to the public is one of the biggest 
challenges facing the industry.

Problem



6 days, 18 hours, and 26 minutes to
just a matter of seconds

Is how much time IBM Food Trust cut 
trace time to.



What is Wazabi?

Wazabi connects the entire cannabis ecosystem using artificial 
intelligence, blockchain and big data.



Value Proposition



How Wazabi Works



Wazabi Marketplace
A Cannabis exchange and settlement platform

Licensed 
Producers

Test Labs

Government
(OCS)

Medical
Consumer

Retailer

Micro
Growers

Wazabi Marketplace
Powered by Blockchain











Key Highlights



Achievements to Date



Thank You
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Crypto Money Laundering is Rapidly Worsening

● Resulting in slower acceptance of crypto within the mainstream financial services 
ecosystem without clear methods of combatance

● Money laundered through crypto is expected to grow 6x YoY to $1.5 billion in 2018
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Source: CipherTrace report (*through June 30)
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Market Requirements to Combat Laundering
● Coverage and accuracy of identified entities including names 

and country of origin
● Privacy for GDPR compliance and confidentiality of monitored 

addresses/SAR filings
● Real-time transaction monitoring (KYT) and suspicious activity 

detection
● Data platform for historical analysis
● Tunability of risk criteria
● Streamlined regulatory reporting/SAR generation
● Support for multiple cryptocurrencies



Is it Anonymous?
● The Distributed network leaves clues for us to follow to find the user who initiates a 

transaction.

● When a bitcoin is transacted, a wallet address is used on a software platform like a 
phone or computer.

● A computer or a proxy (depending on the wallet in use) is a node on the Blockchain.

● If someone was able to determine which node was the first to broadcast that 
transaction, they would have some idea of the location of the user who initiated the 
transaction.



What We Do in Analytics

Gather
Key Data

Apply AI/
Machine Learning

Provide
Graph 

Visualization

Deliver 
Meaningful 

Results
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● DMG has 5 years-worth of BTC coverage; over 99% of all BTC addresses are within 4 
transactors of wallets we have identified

● This is largely based on DMG’s use of proprietary ML algorithms and the quality of its 
off-chain data, which are applicable across currencies

ABILITY TO IDENTIFY 
WALLETS

ABILITY TO LABEL 
WALLETS WITH HIGH 

CONFIDENCE

ABILITY TO DIFFERENTIATE 
TYPES OF TRANSACTIONS

ABILITY TO IDENTIFY 
MIXING

(E.G. CHANGE TRANSACTIONS)

Differentiation



KYT Tool Suite Implementation
● Advanced AI/ML address clustering and labeling

○ State-of-the-art encoding of topological patterns to identify suspicious 
activity

○ Neural Network modeling of Change Addresses to extend entity coverage
○ Natural Language Processing applied to crawled data to glean new address 

labels
○ Network flow calculations to understand the propagation of tainted 

currency throughout the blockchain
● Ongoing deposits/withdrawals into exchanges and services to 

refresh entity coverage
● Expert design of efficient ETLs for rapid execution of routine 

jobs and ad hoc analyses
● Combination of on-prem and cloud components



DMG-US provides leading cryptocurrency forensics 
and proprietary risk scoring for AML compliance.

Through its blockchain and data analytics expertise, 
DMG-US is uniquely able to offer class-leading 
enterprise solutions with a natural convergence of 
Blockchain and AI technologies; data and algorithms 
are its assets.

The DMG-US Data Science and Engineering team is 
stacked with PhDs and Masters from Harvard, 
Stanford, Carnegie Mellon, Williams, Columbia, and 
Brown, who have:

● successfully launched companies
● been granted patents for novel IP
● established new practices in the relationship 

between DS, Product, and Engineering.

AI Talent Powerhouse
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What is Walletscore

● Walletscore measures a wallet’s propensity to engage in criminal or 
suspicious activity.

● Walletscore is a tool, accessible through either the website or API, that 
measures a wallet’s history of enabling criminal or suspicious activity.

● 99.9% of all wallets are within three transactional hops of a wallet we 
can say something definitive about.



How do we get the Data?

● Creating accounts at crypto sites (e.g., exchanges and gambling sites), arranging 
transactions between them, and recording the deposit and withdrawal addresses

● Perusing Bitcoin forums
● Collaborating with investigators and trusted partners
● Conducting manual research on the dark web
● Launching web crawlers to gather labels from sites with structured address labels
● Taking note of heists and notable events posted on news sites and social media
● Launching campaigns for globally distributed workforces to post labeled address 

screenshots, which are then confirmed/rewarded with small deposits



Walletscore Dashboard



Sample Transaction

First transaction:   Mon, 24 Jul 2017 14:24:30 GMT
Latest transaction:   Mon, 24 Jul 2017 14:26:51 GMT
Total transactions:   2

Wallet Risk Rating: Highest Risk
Address: 17K7j5KHFuDbpNtWyztV5wFbUA5DHfM9Hr

It has a risk rating of High Risk since the proportion of 
tainted funds passing through its wallet is greater 
than 38% of all other addresses that also carry some 
amount of risk.

Total funds received by 
address: 0.046 BTC

Wallet has a 
balance of: 0





● Blockseer.com is an analytics tool that enables tracking of cryptocurrencies and 
transactions on both the Bitcoin and Ethereum blockchains. 

● This technology is currently used by the FBI, IRS, various crypto exchanges, and other 
law enforcement agencies and industry participants. 

● User interaction and labelling, together with our proprietary artificial intelligence 
algorithms, are how Blockseer has become an essential blockchain investigative tool. 
With more than 8,000 users/contributors over the past 5 years its core data was built 
for users by users!

SELECT CUSTOMERS



Data Collection

● Ability to easily import, categorize, and structure diverse data sets

● Source, crawl, parse, ETL, cleanse, and enrich data sets, both structured and 
unstructured

● Built one of the world’s largest digital currency, blockchain, and related metadata data 
sets from our open web, deep web, and dark web crawling



Data Analytics / Artificial Intelligence
● Discover patterns and anomalies across multiple data sets

● Classifiers to automatically filter data

● Clustering

● Real-time monitoring

● Insight and intelligence into what is happening with digital currencies and 
blockchains



Visualization
● Dashboards for Real Time Risk 

Monitoring and BI

● GUI for investigations

http://blockseer.com




Analyzing the movement of Bitcoin



In this example of a recent investigation, DMG's Blockseer was used to track stolen 
cryptocurrency from the $500M NEM hack in Japan. The perpetrators attempted to 
"wash" the transactions using tumblers, mixers, and other technologies The wallets at 
the bottom are currently holding the stolen funds.
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1. Asset Registry and Miner inventory review
2. Crypto Revenue ownership

a. Crypto wallet transactions and verification of full data (Walletscore)
b. testing crypto ownership rights and 3rd party transactions

3. Crypto Revenue Reasonability: Mining reasonability analysis vs network 
hash rate and associated crypto rewards

4. Asset Impairment Analysis: Equipment and mining operations (capital 
assets and fixed assets not just crypto miners)

Key Crypto Auditing Issues

51
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1. Focus on physical assets reported on Asset Registry and their associated 
accounting policy

a. Review looks long lived power assets versus short lived crypto mining assets 
to ensure they are recorded properly.

b. Review focuses on potential for asset impairment if amortization is not in line 
with useful life of crypto assets

2. Calculations are based on newly developing crypt ‘norms’ for assets that vary 
from traditional ‘data center’ amortization

3. Miner inventory reviews useful life of assets vs. registry

1) Asset Registry

52
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1. Crypto Revenue ownership
a. Crypto wallet transactions 

and verification of full data 
(Walletscore)

2) Crypto Revenue Ownership
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1. Crypto Revenue ownership
b. testing crypto ownership rights and 3rd party transactions

2) Crypto Revenue Ownership
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● Reasonability Test: How can an auditor best determine if claimed mined 
coins are consistent with the mining resources brought to bear?

○ Corollary - How can I best determined there has been no coin skimming?

3) Crypto Revenue Reasonability

55
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1. Track key pool rewards and hash rate contribution data
2. Summarize into monthly summaries
3. Compare vs network or pool expectations of rewards for hash rate 

contribution - should be within 3% of actual
4. If no hash rate data available, then compare vs equipment and/or power

Reasonability Test - Key Steps

56
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● Retrieve block rewards pool report (i.e. report of blocks won by your 
pool, how much hash rate you contributed, reward you received)

○ This should be done on a weekly basis

● Key parameters - date, block reference, share of block payout, hash rate 

Reasonability Test - Track Raw Data

57
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● Summarize Total Rewards and Average Hash Rate (PH/s) 

Reasonability Test - Summarize
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● Calculate Expected Network BTCs per 
Hash Rate based on total BTCs mined 
divided by average daily hash rate 
(keeping the hash rate units consistent - 
in this case, PH/s = 29.61

● Multiply Expected BTCs/PH/s by Average 
Hash Rate of 0.43 PH/s less 2% pool fees

● Expected BTCs = 12.52, 1.7% below actual

Reasonability Test - Check vs Network

59

Source: Blockchain.com
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● Perform the reasonability test over the full year
● Adjust partial months based on the number of active days per month
● A full year report should look like this:

Reasonability Test - Report for Full Year
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● For a full year, the actual vs expected should vary no more than 3% 
for a reasonable sized mining operation

● The numbers can be cross checked against the total pool’s own 
hash rate statistics, as its mining performance (i.e. “luck 
percentage,” as “winning” a block is based purely on statistics) may 
vary from month to month but should be about the same as the 
network over a year

Reasonability Test - Pass Criterium

61
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● What if hash rate statistics are not available or were not collected in a timely 
fashion? There are two alternative methods:

● Miner data - as the hash rate for each miner is usually known based on past 
history or manufacturer specifications, the total hash rate can be estimated 
including a factor for miner uptime

○ E.g. 0.011 PH/s per miner x 1000 miners x 95% uptime = 10.5 PH/s

● Power data - monthly power bills can be used to estimate hash rate, as the miner 
efficiency is usually well-known (watts at the meter per amount of hash rate)

○ E.g. 935,000 kW-hr/744 hrs/120kW/PH/s = 10.5 PH/s

Reasonability Test - Alternative Methods
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● Impairment Test: How can an auditor determine if tangible 
asset value should be impaired?

4) Asset Impairment Analysis
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● Mining hardware - what has it produced and what are 
expectations going forward given current network 
economics?

● Data center infrastructure - is there a reasonable 
expectation for covering asset values?

Impairment Test for Tangible Assets

64
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● Key parameters 
○ Fiat converted installed miner purchase (some is purchased with crypto)
○ Fiat converted mining revenue to date (daily mined coins x daily FX rate)
○ BTC to fiat current rate - assume flat going forward (no one knows the future price)
○ BTCs per PH/s per month as per the last month with 3%/month decline for the new 

fiscal year - this assumption is based on expected technology improvements
○ Operations cost over historical and forecast period

● Test: Do historical + forecasted returns exceed the equipment 
purchase?

Impairment Test - Mining Hardware
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Mining Hardware Example

66

● Expected net mining proceeds > capital costs in 12 months - No need to impair mining hardware 
assets

● 18-24 months is a reasonable payback period, as new gen miners can be CF+ for 3 years
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● Estimate Net Margin/MW for various hosting scenarios

● Compare vs capital cost per MW per year over average useful life (i.e. 
depreciation), which should be ~$30,000/MW (assumes $300K/MW 
capex with 10-year useful life)

● In this case, hosting net margin is 4x depreciation; assuming this profit 
stream would continue, no impairment

Impairment Test for Data Center Assets
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sheldon@dmgblockchain.com

Consultation upon request

Contact Us to Learn More

68
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THANK YOU 

Information Contacts

Sheldon Bennett
sheldon@dmgblockchain.com

 Direct:  778-868-6470
Toll Free: 1-888-702-0258

Dan Reitzik
dan@dmgblockchain.com

DMG Blockchain Solutions Inc.
Suite 490 – 1090 Homer Street
Vancouver B.C. V6B 2W9 Canada
info@dmgblockchain.com

TSX.V:DMGI
DMGBlockchain.com
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DISCLAIMER
Not for Distribution, No Offering
This document and the material contained herein are confidential and are not to be 
disclosed to the public. This is for information purposes only and may not be 
reproduced or distributed to any other person or published, in whole or part, for any 
purpose whatsoever. This does not constitute a general advertisement or general 
solicitation or an offer to sell or a solicitation to buy any securities in any 
jurisdiction. Such an offer can only be made by prospectus or other authorized 
offering document. This presentation and materials or fact of their distribution or 
communication shall not form the basis of, or be relied on in connection with any 
contract, commitment or investment decision whatsoever in relation thereto. No 
securities commission or similar authority in Canada or any other jurisdiction has 
in any way passed upon the adequacy or accuracy of the information contained 
herein. You should not rely upon this document in evaluating the merits of 
investing in our securities or for understanding our business.

Market & Industry Data
The information contained herein includes market and industry data that 
has been obtained from third party sources, including industry publications. 
DMG believes that its industry data is accurate and that its estimates and 
assumptions are reasonable, but there is no assurance as to the accuracy 
or completeness of this data. Third party sources generally state that the 
information contained therein has been obtained from sources believed to 
be reliable, but there is no assurance as to the accuracy or completeness of 
included information. Although the data is believed to be reliable, the DMG 
has not independently verified any of the data from third party sources 
referred to in this presentation or ascertained the underlying economic 
assumptions relied upon by such sources.
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